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1. Requirenments notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. I nt roduction

The Locator/ 1D Separation Protocol (LISP) is defined in
[I-D.ietf-lisp]. The present docunment ains at identifying threats in
the current LISP specification. W also propose sone reconmendati ons
on mechani sns that could inprove the security of LISP against off-
path attackers. This docunment buil ds upon [I-D. bagnul o-lisp-threat].

This docunent is split intw main parts. The first discusses the
LI SP dat a- pl ane and the second the LISP control -pl ane.

The LI SP dat a- pl ane consi sts of LISP packet encapsul ation
decapsul ati on, and forwardi ng and i ncludes the LI SP-Cache and LI SP-
Dat abase data structures used to performthese operations.

The LISP control -plane consists in the mapping distribution system
whi ch can be one of the nmapping distribution systens proposed so far
(e.g., [I-Dietf-lisp], [I-Dietf-lisp-alt], [I-D.ietf-lisp-ns],
[1-D.meyer-1lisp-cons], and [I-D.lear-lisp-nerd]), and the Map-Request
and Map- Reply nessages.

Thi s docunent does not consider all the possible utilizations of LISP

as discussed in [I-D.ietf-lisp]. |In the current version, we focus on
LI SP uni cast and briefly consider the ALT mappi ng system descri bed
[I-D.ietf-lisp-alt]. Later versions of this docunent will include a

deeper analysis of the ALT mapping system as well as the anal ysis of
the security issues in nmulticast LISP ([I-D.ietf-lisp-nulticast]),

i nterworki ng between LISP and the | egacy | Pv4 and | Pv6 I nternet
([I-D.ietf-lisp-interworking]), and LISP-M5 ([I-D.ietf-lisp-ms]).

Furt hernmore, here we assunme a generic |P service and do not discuss
the difference froma security viewpoint between using |Pv4 or |Pve6.

3. Definition of Terms
The present docunent does not introduce any new term conpared to the

mai n LI SP specification. For a conplete list of terns please refer
to [I-Dietf-lisp].
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Thr oughout this document we consider the reference environnent shown
in the figure below. There are two hosts attached to LISP routers:

HA and HB. HA is attached to LISP xTR LRl and LR2 that are attached
to two different 1SPs. HB is attached to LISP xXTR LR3 and LR4. HA
and HB are the EIDs of the two hosts. LRl, LR2, LR3 and LR4 are the

RLOCs of the xTRs.

+----4
| HA |
L pp——
| EID: HA
I
I I
+----+ +----+
| LRL | | LR2
+----+ +----+
I I
I I
+----+ +----+
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L pp—— L pp—— L pp——
I I +--] SA |
B + | +----+
| |-+
[ I nt er net [ +o---+
| |----- | NSA
- + L pp——
I I
I I
+----+ +----+
| LR3 | | LR4|
+----+ +----+
I I
I
| EID: HB
+---+
| HB|
+---+

Figure 1: Reference Network

We consider two off-path attackers with different capabilities:
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SA is an off-path attacker that is able to send spoofed packets,
i.e., packets with a different source |P address than its
assigned | P address.

NSA is an off-path attacker that is only able to send packets whose
source address is its assigned | P address.

It should be noted that with LI SP, packet spoofing is slightly
different than in the current Internet. Generally the term "spoofed
packet" indicates a packet containing a source |IP address which is
not the one of the actual originator of the packet. Since LISP uses
encapsul ation, this translates in tw types of spoofing:

El D Spoofing: the originator of the packet puts in it a spoofed ElID.
The packet will be normally encapsul ated by the I TR of the
site.

RLOC Spoofing: the originator of the packet generates directly a
LI SP- encapsul at ed packet with a spoofed source RLOC

Note that the two types of spoofing are not nutually exclusive,
rather all conbinations are possible and can be used to perform
several kind of attacks.

In our reference environnent, SAis able to performboth RLOC and EID
spoofing while NSA can only perform EID spoofing. Both attackers are
capabl e of sending LISP encapsul ated data packets and LISP contro
packets. They nmay al so send other types of |IP packets such as | CW
messages. W assune that both attackers can query the LI SP mappi ng
systemto obtain the mappings for both HA and HB.

4.1. On-path Attackers

Besi des the off-path attackers that we consider in this docunent,
there are other types of attackers. On-path attackers are attackers
that are able to capture and nodify all the packets exchanged between
an | TR and an ETR. To cope with such an attacker, cryptographic
techni ques such as those used by | PSec are required. W do not
consider that LISP has to cope with such attackers.

Mobile | P has al so considered tinme-shifted attacks from on-path
attackers. A tinme-shifted attack is an attack where the attacker is
tenporarily on the path between two communicating hosts. Wiile it is
on-path, the attacker sends specially crafted packets or nodifies
packets exchanged by the comuni cating hosts in order to disturb the
packet flow (e.g., by performing a man in the mddle attack). An

i mportant issue for tinme-shifted attacks is the duration of the
attack once the attacker has left the path between the two
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communi cating hosts. W do not consider tine-shifted attacks in this
docurnent .

5. Data-Plane Threats

Thi s section discusses threats and attacks related to the LI SP data-
pl ane. More precisely, we discuss the operations of encapsul ation
decapsul ati on, and forwarding as well as the content of the LI SP-
Cache and LI SP-Dat abase as specified in the original LISP docunent
([I-Dietf-lisp]).

W start considering the two nmain data structures of LISP, nanely the
LI SP Dat abase and the LISP Cache. Then, we | ook at the data pl ane
attacks that can be performed by a spoofing off-path attacker (SA)
and di scuss how they can be mtigated by the LISP xTRs. In this

anal ysis, we assune that the LRL and LR2 (resp. LR3 and LR4) xTRs

mai ntain a LI SP Cache that contains the required nmapping entries to
all ow HA and HB to exchange packets.

5. 1. LI SP- Dat abase Threats

The LI SP Dat abase on each xTR nmmintains the set of mappings rel ated
to the EID Prefixes that are "behind" the xTR  Were "behi nd" neans
that at |east one of the xTR s globally-visible I P addresses is a
RLOC for those ElI D Prefixes.

As described in [I-D.ietf-lisp], the LI SP Database content is
determi ned by configuration. This neans that the only way to attack
this data structure is by gaining privileged access to the xTR As
such, it is out of the scope of LISP to propose any nmechanismto
protect routers and, hence, it is no further analyzed in this
docunent .

5.2. LISP-Cache Threats

A key conponent of the overall LISP architecture is the LISP-Cache.
The LI SP-Cache is the data structure that stores the bindings between
ElI D and RLOC (nanely the "nmappings") to be used later on. Attacks
against this data structure can happen either when the nappings are
first installed in the cache (see also Section 6) or by corrupting
(poi soning) the mappings already present in the cache.

5.2.1. LI SP-Cache poi soning

The content of the LISP-Cache can be poi soned by spoofing LISP
encapsul at ed packets. Exanple of LISP-Cache poisoning are:
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Fake mapping: The cache contains entirely fake mappings that do not
originate froman authoritative mapping server. This can be
achi eved either through gleaning as described in Section 6.3 or
by attacking the control -plane as described in Section 6

El D Poi soning: The EID-Prefix in a specific mapping is not owned by
the originator of the entry. Similarly to the previous case,
this can be achieved either through gl eaning as described in
Section 6.3 or by attacking the control-plane as described in
Section 6.

EID redirection/ RLOC poi soning: The EID-Prefix in the napping is not
bound to (located by) the set of RLOCs present in the napping.
This can result in packets being redirected el sewhere,
eavesdropped, or even bl ackholed. Note that not necessarily
all RLOCs are fake/spoofed. The attack works also if only part
of the RLOCs, the highest priority ones, are conproni sed.
Again, this can be achieved either through the gleaning as
described in Section 6.3 or by attacking the control-plane as
described in Section 6.

Reachabil ity poisoning: The reachability information stored in the
mappi ng coul d be poi soned, redirecting the packets to a subset
of the RLOCs (or even stopping it if locator status bits are

all set to 0). |If reachability information is not verified
through the control -plane this attack can be sinply achi eved by
sendi ng a spoof ed packet with swapped or all |ocator status

bits reset. The sane result can be obtained by attacking the
control -pl ane as described in Section 6.

Traffic Engineering information poisoning: The LISP protocol defines
two attributes associated to each RLOC in order to perform
i nbound Traffic Engineering: namely priority and wei ght. By
injecting fake TE attributes, the attacker is able to break
| oad bal ancing policies and concentrate all the traffic on a
single RLOCC or put nmore load on a RLOC than what is expected,
creating congestion. Corrupting the TE attributes can be
achi eved by attacking the control-plane as described in
Section 6.

Mappi ng TTL poi soning: The LISP protocol associates a Tine-To-Live
to each nmapping that, once expired, allows to delete a napping
fromthe LISP-Cache (or forces a Map- Request/ Map- Reply exchange
to refresh it if still needed). By injecting fake TTL val ues,
an attacker can either shrink the Cache (using very short TTL),
thus creating an excess of cache nmiss causing a DoS on the
mappi ng system or it can increase the size of the cache by
putting very high TTL values, up to a cache overflow (see
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Section 5.2.2). Corrupting the TTL can be achi eved by
attacking the control -plane as described in Section 6.

I nstance | D poisoning: The LISP protocol allows to use an 24-bit
identifier to select the forwarding table to use on the
decapsul ating ETR to forward the decapsul ated packet. By
spoofing this attribute the attacker is able to redirect or
bl ackhol e i nbound traffic. Corrupting the Instance ID
attribute can be achi eved by attacking the control-plane as
described in Section 6.

Map- Ver si on poi soning: The LISP protocol allows to associate a
versi on nunber to mappi ngs
([1-D.iannone-1isp-mappi ng-versioning]). The LISP header can
transport source and destination map-versions, describing which
versi on of the mapping have been used to select the source and
the destinati on RLOCs of the LISP encapsul ated packet. By
spoofing this attribute the attacker is able to trigger Mp-
Request on the receiving xTR  Corrupting the Map-Version
attribute can be achieved either by attacking the control-plane
as described in Section 6 or by using spoofed packets as
described in Section 5.4.2.

If the above |listed attacks succeed, the attacker has the neans of
controlling the traffic.

5.2.2. LI SP- Cache overfl ow

Dependi ng on how the LI SP Cache is nanaged (e.g., LRU vs. LFU) and
depending on its size, an attacker can try to fill the cache with
fake mappings. Once the cache is full, some nmappings will be

repl aced by new fake ones, causing traffic disruption.

This can be achieved either through the gleaning as described in
Section 6.3 or by attacking the control-plane as described in
Section 6.

Anot her way to generate a LI SP-Cache overflow is by injecting mapping
with a fake and very large TTL value. 1In this case the cache wll
keep a | arge anmount of nmappings ending with a conpletely full cache.
This type of attack can al so be performed through the control -pl ane.

5.3. Attacks not |everaging on the LISP header
We first consider an attacker that sends packets w thout exploiting

the LISP header, i.e., with the N, L, E, V, and | bits reset
([I-Dietf-lisp]).
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To inject a packet in the HA-HB flow, a spoofing off-path attacker
(SA) can send a LI SP encapsul ated packet whose source is set to LRLl
or LR2 and destination LR3 or LR4. The packet will reach HB as if
the packet was sent by host HA. This is not different fromtoday's
Internet where a spoofing off-path attacker may inject data packets
in any flow Several existing techniques can be used by hosts to
prevent such attacks from affecting established flows, e.g.

[ RFC4301] and [I-D.ietf-tcpmtcp-security]

On the other hand, a non-spoofing off-path attacker (NSA) can only
send a packet whose source address is set to its assigned | P address.
The destination address of the encapsul ated packet can be LR3 or LR4.
When the LISP ETR that serves HB receives the encapsul ated packet, it
can consult its LISP-cache and verify that NSA is not a valid source
address for LISP encapsul ated packets containing a packet sent by HA
This verification is only possible if the ETR already has a valid
mapping for HA. Oherwise, and to avoid such data packet injection
attacks, the LISP ETR should reject the packet and possibly query the
mappi ng systemto obtain a mapping for the encapsul ated source EID
(HA) .

5.4. Attacks |everaging on the LISP header
The latest LISP draft [I-D.ietf-lisp] defines several flags that
modi fy the interpretation of the LI SP header in data packets. In
this section, we discuss how an off-path attacker could exploit this
LI SP header.

5.4.1. Attacks using the Locator Status Bits

When the L bit is set to 1, it indicates that the second 32-bits

| ongword of the LISP header contains the Locator Status Bits. In
this field, each bit position reflects the status of one of the RLOCs
mapped to the source EID found in the encapsul ated packet. In

particular, a packet with the L bit set and all Locator Status Bits
set to zero indicates that none of the locators of the encapsul ated
source EID are reachable. The reaction of a LISP ETR that receives
such a packet is not clearly described in [I-D.ietf-1isp].

A spoofing off-path attacker (SA) can send a data packet with the L
bit set to 1, all Locator Status Bits set to zero, a spoofed source
RLOC (e.g. LR1), destination LR3, and containing an encapsul ated
packet whose source is HA. If LR3 blindly trust the Locator Status
Bits of the received packet it will set LRl and LR2 as unreachabl e,
possi bly disrupting ongoi ng commruni cati on

Locator Status Bits can be blindly trusted only in secure
environnments. In the general unsecured Internet environment, the
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saf est practice for xTRs is to confirmthe reachability change

t hrough the mapping system In the above exanple, LR3 should note
that somet hing as changed in the Locator Status Bits and query the
mappi ng systemin order to confirmstatus of the RLOCs of the source
El D.

A simlar attack could occur by setting only one Locator Status Bit
to 1, e.g., the one that corresponds to the source RLOC of the
packet .

If a non-spoofing off-path attacker (NSA) sends a data packet with
the L bit set to 1 and all Locator Status Bits set to zero, this
packet will contain the source address of the attacker. Simlarly as
in Section 5.3, if the xXTR accepts the packet wi thout checking the

LI SP Cache for a mapping that binds the source EID and the source
RLOC of the received packet, then the sane observation like for the
the spoofing attacker (SA) apply.

O herwise, if the xTR does nake the check through the LISP Cache, it
shoul d reject the packet because its source address is not one of the
addresses listed as RLOCs for the source EID. Nevertheless, in this
case a Map- Request shoul d be sent, which can be used to perform

Deni al of Service attacks. Indeed an attacker can frequently change
the Locator Status Bits in order to trigger a |large anount of Map-
Requests. Rate limtation, as described in [I-D.ietf-1isp], does not
all ow to send hi gh nunber of such a request, resulting in the
attacker saturating the rate with these spoofed packets.

5.4.2. Attacks using the Map-Version bit

The Map-Version bit is used to indicate whether the | ow order 24 bits
of the first 32 bits word of the LISP header contain an Source and
Destination Map-Version. Wen a LISP ETR receives a LISP

encapsul at ed packet with the Map-Version bit set to 1, the foll ow ng
actions are taken:

0 It conpares the Destination Map-Version found in the header with
the current version of its own mapping, in the LISP Database, for
the destination EID found in the encapsul ated packet. [If the
recei ved Destination Map-Version is smaller (i.e., older) than the
current version, the ETR should apply the SMR procedure descri bed
in[l-Dietf-lisp] and send a Map- Request with the SVMR bit set.

o |If a mapping exists in the LI SP Cache for the source EID, then it
compares the Map-Version of that entry with the Source Map-Version
found in the header of the packet. |If the stored napping is ol der
(i.e., the Map-Version is snaller) than the source version of the
LI SP encapsul at ed packet, the xTR should send a Map- Request for
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t he source ElID.

A spoofing off-path attacker (SA) could use the Map-Version bit to
force an ETR to send Map- Request nessages. The attacker can retrieve
the current source and destination Map-Version for both HA and HB
Based on this information, it can send a spoofed packet with an ol der
Sour ce Map-Version or Destination Map-Version. |If the size of the
Map- Request message is larger than the size of the smallest LISP-
encapsul at ed packet that could trigger such a nessage, this could
lead to anplification attacks (see Section 6.1). Fortunately,
[I-D.ietf-lisp] recommends to rate linit the Map- Request nessages
that are sent by an xTR  This prevents the anplification attack, but
there is a risk of Denial of Service attack if an attacker sends
packets with Source and Destination Map-Versions that frequently
change. In this case, the ETR could consune all its rate by sending
Map- Request mnessages in response to these spoofed packets.

A non-spoofing of f-path attacker (NSA) cannot success in such an
attack if the destination xTR rejects the LI SP encapsul ated packets
that are not sent by one of the RLOCs mapped to the included source
EID. If it is not the case, the attacker can be able to perform
attacks concerning the Destination Map Version nunber as for the
spoofing off-path attacker (SA)

5.4.3. Attacks using the Nonce-Present and the Echo-Nonce bits

The Nonce-Present and Echo-Nonce bits are used when verifying the
reachability of a renbte ETR  Assune that LR3 wants to verify that
LR1 receives the packets that it sends. LR3 can set the Echo-Nonce
and the Nonce-Present bits in LISP data encapsul ated packets and

i nclude a random nonce in these packets. Upon reception of this
packet, LRL will store the nonce sent by LR3 and echo it when it
returns LISP encapsul ated data packets to LR3.

A spoofing off-path attacker (SA) could interfere with this
reachability test by sending two different types of packets:

1. LISP data encapsul ated packets with the Nonce-Present bit set and
a random nonce and the appropriate source and destinati on RLCCs.

2. LISP data encapsul ated packets with the Nonce-Present and the
Echo- Nonce bits both set and the appropriate source and
destination RLOCs. These packets will force the receiving ETR to
store the received nonce and echo it in the LISP encapsul at ed
packets that it sends.

The first type of packet should not cause any major problemto |TRs.
As the reachability test uses a 24 bits nonce, it is unlikely that an
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of f-path attacker could send a packet that causes an TR to believe
that the ETR it is testing is reachable while in reality it is not
r eachabl e.

The second type of packet could be exploited to create a Denial of
Service attack agai nst the nonce-based reachability test. Consider a
spoofing off-path attacker (SA) that sends a continuous flow of
spoofed LI SP data encapsul ated packets that contain the Nonce-Present
and the Echo-Nonce bit and each packet contains a different random
nonce. The ETR that receives such packets will continuously change
the nonce that it returns to the renote ITR If the renote ITR
starts a nonce-reachability test, this test may fail because the ETR
has received a spoofed LISP data encapsul ated packet with a different
random nonce and never echoes the real nonce. 1In this case the ITR
wi Il consider the ETR not reachable. The success of this test wll
of course depend on the ratio between the anount of packets sent by
the legitimate | TR and the spoofing off-path attacker (SA)

Packets sent by a non-spoofing off-path attacker (NSA) can cause
simlar problemif no check is done with the LI SP Cache (see

Section 5.3 for the LI SP Cache check). Oherwise, if the check is
perfornmed the packets will be rejected by the ETR that receives them
and cannot cause probl ens.

6. Control Plane Threats

In this section, we discuss the different types of attacks that can
occur when an off-path attacker sends control plane packets. W
focus on the packets that are sent directly to the ETR and do not
analyze the particularities of a LISP mapping system The ALT
mappi ng systemis discussed in Section 8.

6.1. Attacks with Map- Request nessages

An off-path attacker could send Map- Request packets to a victimETR
In theory, a Map-Request packet is only used to solicit an answer and
as such it should not lead to security problems. However, the LISP
specification [I-D.ietf-lisp] contains several particularities that
could be exploited by an off-path attacker

The first possible exploitationis the P bit. The P bit is used to
probe the reachability of renpte ETRs in the control plane. |n our
ref erence environment, LR3 could probe the reachability of LRl by
sendi ng a Map- Request with the P bit set. LRl would reply by sending
a Map-Reply nessage with the P bit set and the sanme nonce as in the
Map- Request nessage.
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A spoofing off-path attacker (SA) could use the P bit to force a
victimETR to send a Map-Reply to the spoofed source address of the
Map- Request nmessage. As the Map-Reply can be |arger than the Mp-
Request nessage, there is a risk of anplification attack.

Considering only | Pv4 addresses, a Map-Request has a size of 32 bytes
at | east, considering one single | TR address and no Mappi ng Protocol
Data. The Map-Reply instead has a size of 28+(N12) bytes, where N
is the number of RLOCs. Since there is no hard limt in the nunber
of RLOCs that can be associated to an EID-Prefix, the packet can
easily grow | arge.

Any ISP with a large nunber of potential RLOCs for a given ElID Prefix
shoul d carefully ponder the best trade-off between the number of
RLOCs through which it wants that the EID is reachabl e and the
consequences that an anplification attack can produce.

It should be noted that the maxi numrate of Map-Reply nessages shoul d
apply to all Map-Replies and also be associated to each destination
that receives Map-Reply nessages. O herw se, a possible
anplification attack could be | aunched by a spoofing off-path
attacker (SA) as follows. Consider an attacker SA and and El D Prefix
p/P and a victimITR. To anplify a Denial of Service attack agai nst
the victimI TR, SA could send spoofed Map- Request nessages whose
source EID addresses are all the addresses inside p/P and source RLCC
address is the victimITR  Upon reception of these Map- Request
messages, the ETR woul d send | arge Map- Reply nessages for each of the
addresses inside p/P back to the victimITR

If a non-spoofing off-path attacker (NSA) sends a Map- Request with
the P bit set, it will receive a Map-Reply with the P bit set. This
does not raise security issues besides the usual risk of overloading
a victimETR by sendi ng too many Map- Request nessages.

The Map- Request nessage nay al so contain the SMR bit. Upon reception
of a Map- Request nessage with the SMR bit, an ETR nust return to the
source of the Map- Request nessage a Map- Request nessage to retrieve
the correspondi ng mapping. This raises simlar problens as the P bit
di scussed above except that as the Map- Request nessages are snaller
than Map- Reply nessages, the risk of anplification attacks is
reduced. This is not true anynore if the ETR append to the Map-
Request nessages its own Map-Records. This nechanismis neant to
reduce the delay in nmapping distribution since mapping information is
provided in the Map- Request nessage.

Furt hernore, appendi ng Map- Records to Map- Request messages represents
a mpjor security risk since an off-path attacker could generate a
(spoofed or not) Map-Request nmessage and include in the Map-Reply
portion of the nessage nmapping for EID prefixes that it does not
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serve. This could lead to various types of redirection and denial of
service attacks. An xTR should not process the Map-Records
information that it receives in a Map- Request nessage.

6.2. Attacks with Map-Reply nessages

In this section we analyze the attacks that could occur when an off-
pat h attacker sends directly Map-Reply nmessages to ETRs without using
one of the proposed LISP mappi ng systens.

There are two different types of Map-Reply nessages:

Positive Map-Reply: This nessages contain a Map-Record binding an
EID- Prefix to one or nore RLCCs.

Negative Map-Reply: This nessages contain a Map-Record for an El D
Prefix with an enpty locator-set and specifying an action,
whi ch may be either Drop, Natively forward, or Send Map-
Request .

Positive Map-Reply messages are used to map EI D-Prefixes onto RLCCs.
Negati ve Map- Reply nmessages are used to support PTR and i nterconnect
the LISP Internet with the | egacy Internet.

Most of the security of the Map-Reply nessages depend on the 64 bits
nonce that is included in a Map-RRequest and returned in the Map-
Reply. An ETR nust never accept a Map- Request nessage whose nonce
does not nmatch one of the pendi ng Map- Request nessages. |f an ETR
does not accept Map-Reply nessages with an invalid nonce, the risk of
attack is very small given the size of the nonce (64 bits).

Not e, however, that the nonce only confirms that the Map-Reply was
sent by the ETR that received the Map-Request. It does not validate
the content of the Map-Reply nessage.

6.3. deaning Attacks

A third type of attack involves the gl eani ng nechani sm proposed in
[I-D.ietf-lisp] and discussed in [ Saucez09]. In order to reduce the
time required to obtain a mapping, [I-D.ietf-lisp] allows an ITR to
|l earn a mapping fromthe LI SP data encapsul ated packets and the Mp-
Request packets that it receives. LISP data encapsul ated packet
contains a source RLOC, destination RLOC, source EID and destination
EID. Wuen a | TR receives a data encapsul ated packet conming froma
source EID for which it does not already know a mapping, it may
insert the mapping between the source RLOC and the source EIDin its
LI SP Cache. d eaning can also be used when an | TR recei ves a Mp-
Request as the Map- Request al so contains a source EID address and a
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source RLOC. Once a gl eaned entry has been added to the cache, the
LI SP I TR sends a Map-Request to retrieve the mapping for the gl eaned
EID fromthe mapping system [I-D.ietf-lisp] recommends to store the
gl eaned entries for only a few seconds.

The first risk of gleaning is the ability to tenporarily hijack an
identity. Consider an off-path attacker that wants to tenporarily
hijack host HA's identity and send packets to host HB with host HA s
identity. |If the xTRs that serve host HB do not store a mapping for
host HA, a non-spoofing off-path attacker (NSA) could send a LISP
encapsul ated data packet to LR3 or LR4A. The ETR will store the

gl eaned entry and use it to return the packets sent by host HB to the
attacker. In parallel, the ETR will send a Map-RRequest to retrieve
the mapping for HA. During a few seconds or until the reception of
the Map-Reply, host HB will exchange packets with the attacker that
has hijacked HA's identity. Note that the attacker could in parallel
send | ots of Map-Requests or lots of LISP data encapsul ated packets
with random sources to force the xTR that is responsible for host HA
to send | ots of Map-Request nessages in order to force it to exceed
its rate limt for control plane nessages. This could further del ay
the arrival of the Map-Reply nessage on the requesting ETR

A eaning also introduces the possibility of a man-in-the-niddle
attack. Consider an off-path attacker that knows that hosts HA and
HB that reside in different sites will exchange information at tine
t. An off-path attacker could use this know edge to | aunch a man-in-
the-mddle attack if the xTRs that serve the two hosts do not have
mapping for the other EID. For this, the attacker sends to LRL
(resp. LR3) a LISP data encapsul at ed packet whose source RLOCis its
| P address and contains an | P packet whose source is set to HB (resp.
HA) .  The attacker chooses a packet that will not trigger an answer,
for exanple the last part of a fragmented packet. Upon reception of
these packets, LRl and LR3 install gleaned entries that point to the
attacker. As explained above, the attacker could, at the sane tineg,
send |l ots of packets to LR1 and LR3 to force themto exhaust their
control plane rate limt. This will extend the duration of the

gl eaned entry. |If host HA establishes a flow with host HB at that
time, the packets that they exchange will first pass through the
attacker.

In both cases, the attack only lasts for a few seconds (unless the
attacker is able to exhaust the rate limtation). However it should
be noted that today a | arge amount of packets nmay be exchanged during
even a small fraction of tine.
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7. Threats with Malicious xTRs

In this section, we discuss the threats that could be caused by
mal i ci ous xTRs. We consider the reference environnment bel ow where
EL1 is a nmalicious or conprom sed XxTR.  This malicious XTR serves a
set of hosts that includes HC. The other XTR and hosts in this
network play the sane role as in the reference environnment described
in Section 4.

E——
| HA |
E——
| EID HA
I
I I
E—— E——
| LRL | | LR2
+o- - -+ +o- - -+
I I
I I
E—— E——
| 1 SP1| | 1 SP2| |
L pp—— L pp—— L pp——
| | +--| EL1|--]| EID: HC
B + | +----+ | +----+
| |- |----1 HC|
[ I nt er net [ [ +o---+
I I
e +
I I
I I
B p— B p—
| LR3 | | LR4]
E—— E——
I I
I
| EID HB
E——
| HB |
E——

Figure 2: Mlicious xTRs' Reference Environnent
Mal i ci ous xTRs are probably the nobst serious threat to the LISP

control plane froma security viewpoint. To understand the problem
| et us consider the follow ng scenario. Host HC and HB exchange
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packets with host HA. As all these hosts reside in LISP sites, LRl
and LR2 store mappings for HB and HC. Thus, these XxTRs may need to
exchange LI SP control plane packets with EL1, e.g., to perform
reachability tests or to refresh expired nappings (e.g., if HCs
mappi ng has a snall TTL).

A first threat against the LISP control plane is when EL1 replies to
a legitimte Map- Request nessage sent by LR1 or LR2 with a Map-Reply
message that contains an EID-Prefix that is larger than the prefix
owned by the site attached to EL1. This could allow EL1 to attract
packets destined to other EIDs than the EIDs that are attached to
EL1.

Anot her possible attack is a Denial of Service attack by sending a
Negati ve Map-Reply message for a coarser prefix w thout any |ocator
and with the Drop action. Such a Negative Map-Reply indicates that
the ETR that receives it should discard all packets. The current
LI SP specification briefly discusses this problem[I-D.ietf-Ilisp],
but the proposed sol utions does not solve the problem

Anot her concern with malicious xTRs is the possibility of Denial of
Service attacks. A first attack is the flooding attack that was
described in [I-D. bagnul o-lisp-threat]. This attack allows a
mal i cious xTR to redirect traffic to a victim The malicious xTR
first defines a mapping for HC with two RLOCs: its own RLOC (EL1) and
the RLOC of the victim(e.g., LR3). The victims RLOCis set as
unreachable in the mapping. HC starts a | arge downl oad from host HA
Once the downl oad starts, the nalicious XxTR updates its Locator
Status Bits, changes the mapping’ s version nunber or sets the SMR bit
such that LRl updates its LISP Cache to send all packets destined to
HC to the victims RLOC. |Instead of downl oading fromHA the
attacker could al so send packets that trigger a response (e.g., |CWwW
TCP SYN, DNS request, ...) to HA. HA would then send its response
and its xTR would forward it to the victims RLCC

An inmportant point to note about this flooding attack is that it
reveals a potential problemin the LISP architecture. A LISP ITR
relies on the received mappi ng and possi ble reachability information
to select the RLOC of the ETR that it uses to reach a given EID or

bl ock of EIDs. However, if the ITR nade a mistake, e.g., due to
configuration, inplenmentation or other types of errors and has chosen
a RLOC that does not serve the destination EID, there is no easy way
for the LISP ETR to informthe ITR of its mistake. A possible
solution could be to force a ETR to performa reachability test with
the selected I TR as soon as it selects it. This will be analyzed in
t he next version of this docunent.
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8.

Security of the ALT Mappi ng System

One of the assunmptions in [I-D.ietf-lisp] is that the mappi ng system
is nore secure than sendi ng Map- Request and Map- Reply nessages
directly. W analyze this assunption in this section by analyzing
the security of the ALT nappi ng system

The ALT mapping systemis basically a manually configured overlay of
GRE tunnel s between ALT routers. BGP sessions are established
between ALT routers that are connected through such a tunnel. An ALT
router advertises the EID prefixes that it serves over its BGP
sessions with neighboring ALT routers and the EID-Prefixes that it
has | earned from nei ghboring ALT routers.

The ALT mapping systemis in fact a discovery systemthat allows any
ALT router to discover the ALT router that is responsible for a given
EID-Prefix. To obtain a mapping fromthe ALT system an | TR sends a
packet containing a Map- Request on the overlay. This Map-Request is
sent inside a packet whose destination is the requested EID. The
Map- Request is routed on the overlay until it reaches the ALT router
that advertised initially the prefix that contains the requested ElID.
This ALT router then replies directly by sending a Map-Reply to the
RLOC of the requesting ITR

The security of the ALT nappi hg system depends on nany factors,
i ncl udi ng:

0 The security of the internmediate ALT routers.
0 The validity of the BGP advertisements sent on the ALT overl ay.

Unfortunately, experience with BGP on the global Internet has shown
that BGP is subject to various types of msconfiguration probl ens and
security attacks. The SIDR working group is devel oping a nore secure
inter-domain routing architecture to solve this probl em
([I-D.ietf-sidr-arch]).

The security of the intermediate ALT routers is another concern. A
mal i ci ous internediate ALT router could mani pul ate the received BGP
adverti senents and al so answer to received Map- Requests wit hout
forwarding themto their final destination on the overlay. This
could lead to various types of redirection attacks. Note that in
contrast with a regular |IP router that could al so nanipulate in
transit packets, when a malicious or conprom sed ALT router replies
to a Map-Request, it can redirect legitimate traffic for a |ong
period of tine by sending an invalid Map-Reply nmessage. Thus, the

i mpact of a nmalicious ALT router could be nuch nore severe than a
mal i cious router in today' s Internet.
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9.

Di scussi on

To mtigate the inpact of attacks against LISP, the foll ow ng
reconmendat i ons shoul d be foll owed.

First, the use of some formof filtering can help in avoid or at
|l east mitigate sonme types of attacks.

0 On ETRs, packets should be decapsulated only if the destination
EIDis effectively part of the EID Prefix downstreamthe ETR
Further, still on ETRs, packets should be decapsulated only if a
mappi ng for the source EIDis present in the LISP-Cache and has
been obtained through the mappi ng system (not gl eaned).

0 On ITRs, packets should be encapsulated only if the source EIDis
effectively part of the EID-Prefix downstreamthe ITR  Further
still on ITRs, packets should be encapsulated only if a napping
obt ai ned fromthe mapping systemis present in the LI SP Cache (no
Dat a- Pr obi ng) .

Note that this filtering, since conplete mappings need to be
installed in both ITRs and ETRs, can introduce a hi gher connection
setup |l atency and hence potentially nore packets drops due to the
| ack of mappings in the LISP Cache.

Whil e the gl eaning nechanismallows to start encapsul ati ng packets to
a certain EIDin parallel with the Map- Request to obtain a nmapping
when a new flow is established, it creates inportant security risks
since it allows attackers to performidentity hijacks. Al though the
duration of these identity hijacks is limted (except the case of
rate limtation exhaustion), their inpact can be severe. A first
option would be to disable gleaning until the security concerns are
solved. A second option would be to strictly limt the nunber of
packets that can be forwarded via a gleaned entry. Overall the
benefits of gleaning, i.e., avoiding the |oss of the first packet of
a flow, seens very small conpared to the associated security risks.
Furt hernmore, neasurenents performed in data centers show that today’s
Internet often operate with packet loss ratio of 1 or 2 percentage
([Chu]). These packet loss ratio are probably already orders of

magni tude | arger than the inprovenent provided by the gl eaning
mechani sm

Wth the increasing depl oynent of spoofing prevention techni ques such
as [ RFC3704] or SAVI [SAVI], it can be expected that attackers will
becone | ess capabl e of sending packets with a spoofed source address.
To prevent packet injection attacks from non-spoofing attackers
(NSA), ETRs should always verify that the source RLOC of each

recei ved LI SP data encapsul at ed packet corresponds to one of the
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RLOCs listed in the mappings for the source EID found in the inner
packet. An alternative could be to use existing |IPSec techniques

[ RFC4301] and when necessary includi ng perhaps [ RFC5386] to establish
an aut henticated tunnel between the ITR and the ETR

[I-Dietf-lisp] recormends to rate linit the control nessages that
are sent by a XxTR  This linmit is inportant to deal w th denial of
service attacks. However, a strict linmt, e.g., inplemented with a

t oken bucket, on all the Map- Request and Map-Reply messages sent by a
XTR is not sufficient. A xTR should distinguish between different
types of control plane packets:

1. The Map-Request nessages that it sends to refresh expired mapping
i nformation.

2. The Map- Request nessages that it sends to obtain mapping
i nformati on because one of the served hosts tried to contact an
external EID.

3. The Map- Request nessages that it sends as reachability probes.

4. The Map-Reply nmessages that it sends as response to reachability
pr obes.

5. The Map- Request nessages that it sends to support gl eaning.

These control plane nessages are used for different purposes. Fixing
a global rate limt for all control plane nessages increases the risk
of Denial of Service attacks if a single type of control plane
message can exceed the configured Iimt. This risk could be
mtigated by either specifying a rate for each of the five types of
control plane nessages. Another option could be to define a naximum
rate for all control plane nmessages, and prioritize the control plane
nmessages according to the Iist above (with the highest priority for
message type 1).

In [I-D.ietf-lisp], there is no nechanismthat allows a xTR to verify
the validity of the content a Map-Reply nessage that it receives.

Besi des the attacks discussed earlier in the docunment, a tinme-shifted
attack where an attacker is able to nodify the content of a Map-Reply
message but then needs to nove off-path could also create redirection
attacks. The nonce only allows a xTRto verify that a Map-Reply
responds to a previously sent Map-Request nmessage. The LI SP Wrking
G oup should explore solutions that allow to verify the binding
between EID Prefixes and their RLOCS. Having such kind of nechani sm
would allow | TRs to ignore non-verified mappings, thus increasing
security.
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10.

11.

12.

13.

LI SP Wrki ng G oup shoul d consi der devel opi ng secure nechani sns to
allow an ETR to indicate to an ITR that it does not serve a
particular EID or block of EIDs in order to nmtigate the fl ooding
attacks.

Finally, there is also the risk of Denial of Service attack agai nst
the LI SP Cache. W have discussed these attacks when considering
external attackers with, e.g., the gleaning nmechanismand in
Section 5.2. If an ITR has a limted LISP Cache, a malicious or
conprom sed host residing in the site that it serves could generate
packets to random destinations to force the ITRto issue a |arge
number of Map- Requests whose answers could fill its cache. Faced
with such nisbehaving hosts, LISP ITR should be able to linmit the
percent of Map-Requests that it sends for a given source ElD

Docunent Status and Pl ans
In this docunent, we have anal yzed sone of the security threats that
af fect the Locator/ldentifier Separation Protocol (LISP). W have
focused our analysis on unicast traffic and considered both the LISP
data and control planes and provi ded sone reconmendations to i nprove
the security of LISP

Revi si ons of this docunment will docunent the security threats of
other parts of the LISP architecture, including but not limted to:

o Instance ID attribute.
o LISP Miulticast.

0 LISP Mp- Server.

| ANA Consi der ati ons

Thi s docunent nakes no request to | ANA

Security Considerations
Security considerations are the core of this docunent and do not need
to be further discussed in this section
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