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Abst r act
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1. Requirenments notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. I nt roduction

The Locator/ 1D Separation Protocol (LISP) is defined in
draft-ietf-lisp-05.txt [I-D.ietf-lisp]. The present docunent ains at
identifying threats in the current LISP specification and possibly
list a set of requirenments or mechani smneeded to inprove its
security. A prelimnary security analysis on LISP has been conducted
by M Bagnulo in [I-D. bagnul o-lisp-threat].

This docunent is split in tw main parts; one concerning the data-
pl ane and one concerning the control -Pl ane.

The LI SP dat a- pl ane consi sts of LISP packet encapsul ation
decapsul ati on, and forwardi ng and i ncludes the LISP-Cache and LI SP-
Dat abase data structures used to performthese operations. The
present docunent will try to analyze the possible threats of the
dat a- pl ane.

The LI SP control -plane consists in the mapping distribution system
whi ch can be one of the mapping distribution protocols proposed so
far (e.g., [I-D.ietf-lisp-ns], [I-D.ietf-lisp-alt],

[I-D. meyer-lisp-cons], and [I-D.lear-lisp-nerd] ), and the set of
Map- Request and Map- Reply nessages. The present document will not
anal yze all possible threats of each specific mapping distribution
protocol. Rather, this docunent will try to find a conmon set of
requirenents that every present and future mapping distribution
protocol should satisfy in order to reduce as nuch as possible
threats related to the LI SP control -pl ane.

3. Definition of Terns

See [I-D.ietf-1lisp]

4. Data-plane threats

This section contains sone threats and attacks related to the LISP
data-plane. By LISP data-plane it is intended the operations of
encapsul ati on, decapsul ation, and forwarding as well as the content

of the LISP-Cache and LI SP-Dat abase as specified in the original LISP
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document ([I-D.ietf-1lisp]).
4.1. Security of the data stream

In sone context it could be necessary to secure the data streamthat
is LISP encapsulated. This can be achieved with two different
appr oaches:

0 Securing nessages. In this approach a field needs to be added to
the LI SP header in order to secure the content.

0 Securing the transport protocol. An exanple of this approach is
the use of IPSEC to secure the content of the original, non LI SP-
encapsul at ed, packet.

What is the approach suitable in the LISP context?
4.2. LI SP-encapsul ated packet spoofing

Li ke any other type of packet in the Internet, LISP encapsul ated
packets can al so be spoofed. GCenerally the term "spoofed packet"”

i ndi cates a packet containing a source |IP address which is not the
one of the actual originator of the packet. Since LISP uses
encapsul ation, this translates in tw types of spoofing:

o EID Spoofing: The originator of the packet puts in it a spoofed
EID. The packet will be normally encapsul ated by the I TR of the
site.

0 RLCC Spoofing: The originator of the packet generates directly a
LI SP- encapsul at ed packet with a spoofed source RLOC

Note that the two types of spoofing are not nutually exclusive,
rather all conbinations are possible and can be used to perform
several kind of attacks.

The work done in the SAVI WG ([ SAVI]) can be useful in nmitigating
spoof i ng.

It is worth to notice that in the context of LISP, there is also the
possibility to spoof part of the content of the LISP-specific header
in order to performsone attacks. The various possibilities are
listed in the follow ng sections, while describing the possible

att acks.
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4. 3. Nonce

The "Nonce" gives sonme basic security support by acting as a "session
cookie", simlar to what is used in L2TP
([I-D.ietf-12tpext-12tp-base]). The use of the Nonce to nitigate
sone of the possible attacks is described in the follow ng sections.

There should be an explicit discussion on the linmts of the Nonce?
4.4. LI SP-Cache threats

A key conponent of the overall LISP architecture is the LISP-Cache.
The LI SP-Cache is the data structure that stores the bindi ngs between
ElI D and RLOC (nanely the "nmappings") to be used later on. Attacks
against this data structure can happen either when the mappings are
first installed in the cache (see also Section 5) or by corrupting
(poi soning) the mappings already present in the cache.

4.4.1. LI SP-Cache poi soning

The content of the LI SP-Cache can be poi soned by spoofing LISP
encapsul at ed packets. Exanple of LISP-Cache poisoning are:

Fake mapping: The cache contains entirely fake mappings that do not
originate froman authoritative mapping server. This can be
achi eved either through gl eaning as described in Section 4.6.2
or by attacking the control-plane as described in Section 5.

El D Poi soning: The EID-Prefix in a specific mapping is not owned by
the originator of the entry. Similarly to the previous case,
this can be achieved either through gl eaning as described in
Section 4.6.2 or by attacking the control-plane as described in
Section 5.

EID redirection/ RLOC poi soning: The EID-Prefix in the napping is not
bound to (located by) the set of RLOCs present in the napping.
This can result in packets being redirected el sewhere,
eavesdropped, or even bl ackholed. Note that not necessarily
all RLOCs are fake/spoofed. The attack works also if only part
of the RLOCs, the highest priority ones, are conproni sed.
Again, this can be achieved either through the gleaning as
described in Section 4.6.2 or by attacking the control-plane as
described in Section 5.

Reachabil ity poisoning: The reachability information stored in the
mappi ng coul d be poi soned, redirecting the packets to a subset
of the RLOCs (or even stopping it if locator status bits are
all set to 0). |If reachability information is not verified
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through the control -plane this attack can be sinply achi eved by
sendi ng a spoof ed packet with swapped or all |ocator status
bits reset. The sane result can be obtained by attacking the
control -pl ane as described in Section 5.

Traffic Engineering information poisoning: The LISP protocol defines
two attributes associated to each RLOC in order to perform
i nbound Traffic Engineering: nanmely priority and weight. By
injecting fake TE attri butes, the attacker is able to break
| oad bal ancing policies and concentrate all the traffic on a
single RLOC or put nore load on a RLOC than what is expected,
creating congestion. Corrupting the TE attributes can be
achi eved by attacking the control-plane as described in
Section 5.

Mappi ng TTL poi soning: The LISP protocol associates a Tine-To-Live
to each mapping that, once expired, allows to delete a napping
fromthe LISP-Cache (or forces a Map- Request/ Map- Reply exchange
to refresh it if still needed). By injecting fake TTL val ues,
an attacker can either shrink the Cache (using very short TTL),
thus creating an excess of cache miss causing a DoS on the
mappi ng system or it can increase the size of the cache by
putting very high TTL values, up to a cache overflow (see
Section 4.4.2). Corrupting the TTL can be achi eved by
attacking the control -plane as described in Section 5.

If the above |isted attacks succeed, the attacker has the neans of
controlling the traffic.

4.4.2. LlISP-Cache overfl ow

Dependi ng on how the LI SP-cache is managed (e.g., LRU vs. LFU) and
depending on its size, an attacker can try to fill the cache with
fake mappings. Once the cache is full, sone nmappings wll be

repl aced by new fake ones, causing traffic disruption

This can be achieved either through the gl eaning as described in
Section 4.6.2 or by attacking the control-plane as described in
Section 5.

Anot her way to generate a LI SP-Cache overflow is by injecting mapping
with a fake and very large TTL value. |In this case the cache wll
keep a | arge amount of nmappings ending with a conpletely full cache.
This type of attack can al so be performed through the control -pl ane.
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4.5. LI SP-Dat abase threats

The LI SP- Dat abase data structure is nmeant to contain the mappings
that are "owned" locally, i.e., the nmappings that are used for

sel ecting the source RLOC when encapsul ati ng, and binding the El D
Prefix behind the xTR and the RLOCs present on the xTR

The sinplest way to fill the LI SP-Database is by configuration on
each single xTR  This secure the data structure as nmuch as the xTR
itself is robust to intrusions.

Nevert hel ess, part of the information contained in the mappi ngs that
are in the LI SP-Database are subject to change in tine, e.g.
reachability information, TE attributes, etc. The way mappings are
updat ed can open security breaches allow ng attackers to poison or
corrupt the LISP-Database in a way simlar to the LI SP-Cache. These
attacks are nore related to the control-plane and will be discussed
in Section 5.

4. 6. DoS threats

This section tries to list all possible DoS attacks and suggests,
when possi bl e, nechanisns that help in mitigating the threat.

4.6.1. Locator Status Bits

Locator Status Bits should be used only as a hint, meaning that upon
reception of a packet having Locator Status Bits different from what
is stored in the mapping present in the LISP-Cache, a Map-Request is
i ssued in order to have confirmation of the change. However, with
this behavior, an attacker can send a burst of packets with different
| ocato status bits in order to trigger a burst of Map-Request
packets, thus again attacking the control-plane. The echo nonce
machani sme is proposed, we still have to analyze it in details.
Several counter-neasures can be introduced to mtigate its effects:

0o lgnore Locator Status Bits if nonce does not change.

0 Rate limtation can be used to reduce the nunber of issued Map-
Request packets.

4.6.2. deaning

G eaning is used to install in the LISP-Cache a partial mapping
created by gleaning the source EID and source RLOC fromthe first
packet of a flow. The mapping is considered "partial" because it
just associate an EID (/32) to one single RLOC, not the EID Prefix
the EID belongs to with the conplete set of RLOCs. dd eaning can be
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used to performseveral different attacks:

0 LI SP-Cache poisoning: an attacker can use gleaning to install fake
mappi ngs in the LISP-Cache (by spoofing the EID). See LISP-Cache
poi soning in Section 4.4.1

0 LISP-Cache overflow an attacker can use gleaning to install a
| arge number of mappings in the LISP-Cache until filling it up
See LI SP-Cache overflow in Section 4.4.2. Since the mapping
installed in the LISP-Cache is not for a EID-Prefix but for a ful
ElI D, by sending a burst of packet for several different spoofed
El Ds, an attacker could end up filling the Cache.

0 Map-Request burst: if for each mapping installed by a gleaning a
Map- Request is issued to retrieve the full mapping, an attacker
can send a burst of packets with different ElIDs generating a burst
of Map-Request. Note that in this case, if Map-Request rate
limtation is done on a per-EID basis, the attacker can easily
bypass the rate linitation by putting different EIDs in the
packets causi ng the gl eaning.

Possi bl e counter-neasure to mitigate this issue:

0 The LI SP-Cache poisoning and overfl ow i ssues can be sol ved by
filtering spoofed EIDs on the I TR (see Section 4.2).

0 To reduce the Map-Request burst an approach is to send a Map-
Request only if a certain amobunt of packets has been sent using
the gl eaned entry, as suggested in [ Saucez09].

4.6.3. Rate Linmitation
The Rate-Limtation policy, used to reduce the effects of sone types
of DoS attacks can be itself used for a DoS attack. An attacker can
send sone fake packets in order to generate a burst of Map- Request
packets that will be rate linited. Wen a |legitimte packet
generates a legitinmte Map-Request, this will be delayed or dropped
due to rate limtation, causing an increased |atency.
0 Any solution for this?

4.6.4. Mapping Systemand Filtering

The use of sone formof filtering can help in avoid or at |east
mtigate some types of attacks

On | TRs, packets should be encapsulated only if the source EIDis
effectively part of the EID Prefix downstreamthe | TR  Further,
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still on ITRs, packets should be encapsulated only if a mapping
obt ai ned fromthe mapping systemis present in the LIP-Cache.

On ETRs, packets should be decapsulated only if the destination EID
is effectively part of the EID Prefix downstreamthe ETR  Further
still on ETRs, packets should be decapsul ated only if a mapping for
the source EID is present in the LISP-Cache and has been obtai ned

t hrough the mappi ng system (not gl eaned).

Note that this filtering, since conplete mappings need to be
installed in both ITRs and ETRs, can introduce a hi gher connection
setup |l atency and hence potentially nore packets drops due to the
| ack of mappings in the LI SP-Cache.

4.7. Oher Attacks
4.7.1. Tine-shifted attacks

Atime-shifted attack is an attack where the attacker is tenmporarily
on the path between two comunicating hosts. Wiile it is on-path,
the attacker sends specially crafted packets or nodifies packets
exchanged by the commruni cating hosts in order to disturb the fl ow of
packets (e.g., by perfornming a man in the niddle attack). An

i mportant issue for tinme shifted attacks is the duration of the
attack once the attacker has left the path between the two

communi cati ng hosts.

4.7.2. Amplification attacks

An anplification attack occurs when an attacker sends a small packet
with a spoofed source to a host or router that replies by sending a
| onger packet to the spoofed source. To reduce the inpact of such
attacks, protocol designers try to avoid sending a | ong response
after having received a snall packet froma potentially spoofed
source.

5. Control-plane threats

As pointed out in the previous sections, a good share of attacks can
be avoi ded by securing the LISP control plane.

Here the focus is not to analyze the security threats of any specific

mappi ng di stribution protocol. Rather, the focus is to find a conmon
set of requirenents that existing or future mapping distribution
protocols have to fulfill in order provide a sufficient |evel of
security.
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5.

.1

2

The LI SP Map Server protocol will instead be anal yzed since it is not
related to any specific mapping distribution protocol

Work and experience performed in the DNSSEC [ RFC4033] and SIDR [ S| DR]
can be useful here.

Control - pl ane Requirenents
0 Authenticate the origin of a nessage.
o ldentify the origin of a nessage

o0 Prove that the mapping is generated by the owner of the EID or a
third party allowed to generate such a mappi ng.

0 Inject mappings in the mapping systemonly if the EID is allowed
to be in the mappi ng system

0 Prove that the RLOCs associate to a mappi ng belong to the xTRs
owni ng the mapping’ s EI D

0 Low nessage over head.

o Lowtraffic overhead.

0 Lowtine overhead (avoid multiple RTTS).

0o Oher?

LI SP- Dat abase coherence

The mappi ngs present on the LI SP-Database of the different xTRs of a
site should always be coherent. An attacker should not be able to
install different mappings for different XTRs.

A sinple approach is to have a central authority in the site that
pushes all the mappings in the xTRs. When a xTR deci des to change
something it informs the central authority, which will push the
information to the other xTRs.

Each xTR is authoritative on the reachability of its locator. An xTR
is not allowed to send updates to the central entity only if it is
one of its RLCC

The central authority knows the configuration which RLOC is owned by
whi ch xTR

Al'l of this does not prevent from securing the exchanges between the
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XTRs and the central authority in order to avoid spoofing attacks.
LI SP Map Server

The LISP Map Server is a fundanmental building block of the whole LISP
architecture, providing an additional |evel of indirection allow ng
to run mapping distribution protocols on machines different from
XTRs. Fromthis point of viewit can be considered a security

i mprovenent since XTR are not directly involved in the mapping

di stribution system

Things to | ook cl oser

o Threats concerni ng nessages.

o DoS attacks.

0 Threats concerning LISP Map Server with caching.

0o Ohers?

Interaction between Data- and Control -pl ane
It is clear that attacks targeting the data-plane can have side-
effects on the control -plane and vice-versa. Furthernore, attacks to
the control -pl ane can be perfornmed | everagi ng on the data-pl ane and
vi ce-versa
An anal ysis of the possible threats has been performed in the
previ ous sections. Here we just characterize themfollow ng the
above nentioned classification
Dat a- pl ane side effects on the control-pl ane
To be done.
Control -pl ane side effects on the data-pl ane
To be done.

Dat a- pl ane threats | everaging on the control-plane

To be done.
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Control -plane threats | everagi ng on the data-pl ane

To be done.

| ANA Consi der ati ons

Thi s docunment makes no request of the | ANA.

Security Considerations

Security considerations are the core of this docunent and do not need
to be further discussed in this section.
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