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Abst ract

The present docunent sketches an optional approach to provide in-
packet information about EID-to-RLOC mappi ngs used to encapsul ate
LI SP data packets. The proposed approach is based on associating a
versi on nunber to EI D-to-RLOC mappi ngs and transport such a version
nunber in the LISP specific header of LI SP-encapsul ated packets.
Thi s versioning approach is particularly useful to inform

communi cati ng xTRs about nodification of the mappings used to
encapsul ate packets. Mbdification of mappings could nean addi ng/
renoving an RLOC, or just a nodification in the reachability,
priority, or weight of one or nore RLOCs. Each tine a nmapping is
nmodi fi ed, a new version nunber is generated and propagated in the
LI SP data packet. The use of version nunbers allows to avoid
repeat ed Map- Request upon mappi ngs change, limits the interaction
bet ween Control and Data pl anes, inproves security, offer support for
caching on Map-Servers, and could be used also in nobile scenarios.

The proposed nechanismis optional and does not need any nodification
on the base LISP encapsul ation. Rather, it uses one of the reserved
bits of the LISP specific header and overl oads the Locator Status
Bits. Simlarly, no nodification are necessary in the base LI SP Mp-
Reply records. LISP versioning uses part of the reserved bits. In
bot h cases, LISP encapsul ation and Map-Reply records, bits used for

LI SP versioning can be safely ignored by xTRs that do not support the
mechani sm  Further, mappings can be distributed as usual through
both existing and future mapping distribution system (e.g., ALT).

The infrastructure build by each specific mapping distribution system
does not change anyhow. Even nore, existing mapping distribution
protocol are able to rely LISP control plane packets containing
version nunbers and do not need nodifications. Al of these features
make LI SP versioning a conpletely transparent optional mechanismw th
respect to the LI SP base specification

Status of this Meno
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This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunments as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmi .

This Internet-Draft will expire on Septenber 9, 2010.
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1. Requirenments notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. Introduction

The present docunent introduces the use of version nunbers in order
to provide information on a change in the ElID-to-RLOC nappi ngs used
inthe LISP ([I-D.ietf-lisp] ) context to perform encapsul ation. The
mechanismis optional and totally transparent to xTRs not supporting
such a functionality. The basic nechanismis to associate version
nunbers to each mapping and transport such a version nunber in the
LI SP specific header. When a mappi ng changes, a new version nunber
is assigned to the updated mapping. A change in an El D to-RLCC
mappi ng can be a change in the RLOCs set, by adding or renoving one
or more RLOCs, but it can also be a change in the priority or weight
of one or nore RLOCs. The change can even consist in the
reachability of one or nore RLOCs. Reachability information is

i ntended fromthe | ocal -domain perspective, and can be obtained for
instance nonitoring |GPs routing tables. This should not be
confused with the intra-donmain "Locator Path Liveness problent
described in [I-D.neyer-loc-id-inplications].

Wth this approach, LISP-encapsul ated data packets contain the
versi on nunber of the mappings used to select the RLOCs in the outer
header (both source and destination). These version nunbers are
contained in the second 32-bits of the LI SP header and indicated a
specific bit in the reserved flags (first 8 bits of the LISP header
Detail s about the header are described in Section 5. Note that it is
not all packets need to carry version numbers.

When an | TR encapsul ates a packet, it puts in the LISP-specific
header two version nunbers

1. The version nunber assigned to the nmapping (contained in the El D
t o- RLOC Dat abase) used to select the source RLCC

2. The version nunber assigned to the mapping (contained in the El D
to- RLOC Cache) used to select the destination RLOC.

This operation is two-fold. On the one hand it enables the ETR
receiving the packet to know if the ITR that sent it is using the

| atest mapping for the destination EID. |If it is not the case the
ETR can send to the | TR a Map- Request contai ni ng the updated mappi ng
or invoking a Map-Request fromthe |ITR (both cases are al ready
defined in [I-D.ietf-lisp]). In this way the ITR can update its
cache. On the other hand, it enables the ETR receiving the packet to
know if it has in its cache the |latest mapping for the source ElD

Is it is not the case a Map- Request can be send.

Wth Mapping Versioning there is no need to re-design the napping
distribution infrastructure, which is always done through the mapping

I annone, et al. Expi res Septenber 9, 2010 [ Page 5]



Internet-Draft LI SP Mappi ng Versi oni ng March 2010

distribution protocol (e.g., CONS, TREE, ALT [I-D.ietf-lisp-alt]).
The mappings are distributed as usual through the Map-Request/

Map- Repl y nessage exchange. Map-Request and Map- Reply nessages can
carry mapping version in bits that are reserved (in the current
version of the LISP specifications). Details on howto carry mapping
versi on nunbers in those nmessages are given in section Section 6.
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3.

3.

El D-t o- RLOC Mappi ng Versi on Number

The EID-to-RLOC Mappi ng Version Nunber consist in an unsigned 16-bit

i nteger. The version nunber is assigned in a per-mapping fashion
meani ng that different nappings will have assigned a different
version nunber, which is also updated independently. An update in
the version nunber (i.e., a newer version) consist in increnmenting by
one the ol der version nunber. The initial version nunber of a new
mappi ng can be random y gener at ed.

The space of version nunbers has a circular order where half of the
versi on nunbers is greater than the current mappi ng versi on nunber
and the other half is smaller than current mapping version numnber.
In a nore formal way, assumi ng we have two version nunmbers V1 and V2
and that the nunmbers are expressed on N bits, the follow ng three
cases may happen:

V1 =V2 : This is the exact natch case.
V1 <V2: Trueif and only if VI < V2 < (V1 + 2**(N-1)).
V1 >V2: Trueif and only if V1 > V2 > (V1 - 2**(N-1)).

Using 16 bits, as proposed in this docunment, and if the Mpping
Versi on Number is O, versions in [1; (2**15)-1] are greater and
versions in [2**15; (2**16)-1] are smaller.

1. Mapping Version Nunbers w ap-around

The proposed 16 bits size for the Mappi ng Versi on Nunber based on the
assunption that Map-Requests are rate limted with a granularity of
seconds. Using a granularity of seconds and assumi ng as worst case
that a new version is issued each second, it takes around 18 hours
before the versions waps around, which is a reasonable tine.
Alternatively a granularity of minutes can al so be used, as for the
TTL of the Map-Reply ([I-D.ietf-lisp]). Using a granularity of

m nutes leads to very long time before wap-around. Hereafter there
is atable with a rough estinmation of the tine before w ap-around
happens considering different sizes of the Mapping Versi on Nunber and
different time granularity.
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I T e +
| Ver si on Number | Ti me before wap around |
| Size (bits) H#------mmii o +
[ | Ganularity: Mnutes | Ganularity: Seconds |
S . +
[ 32 [ 8171 Years | 136 Years [
[ 30 | 2042 Years [ 34 Years [
| 24 | 31 Years | 194 Days |
[ 16 | 45 Days [ 18 Hours [
[ 15 [ 22 Days [ 9 Hours [
| 14 | 11 Days | 4 Hours |
. T Femmmmeeaeaeieaaaas +

Figure 1: Estimation of tine before wap-around
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4. Dealing with Version Nunbers

The main idea of using Mapping Version Nunmbers is that whenever there
is a change in the mapping (e.g., adding/renoving RLOCs, a change in
the weights due to new TE policies, or a change in the priorities) or
an ISP realizes that one or nore of its own RLOCs are not reachabl e
anynmore froma | ocal perspective (e.g., through IGP, or policy
changes) the | SP updates the mapping with a new nappi ng version
nunber .

In order to announce in a data-driven fashion that the napping has
been updat ed, mappi ng version nunbers used to create the outer IP
header of the LISP encapsul ated packet are enbedded in the LISP
specific header. This means that the header needs to contain two
mappi ng versi on nunbers:

o Afirst one fromthe EID-to-RLOC mapping in the ElIDto-RLOC
Dat abase used to select the source RLOC, and called Source Mpping
Ver si on Nunber .

0 A second one fromthe EIDto-RLOC mapping in the ElID-to-RLOC Cache
used to select the destination RLOC, and called Destination
Mappi ng Versi on Nunber.

By enbeddi ng both Source Mapping Version Nunmber and Desti nation
Mappi ng Version Nunber an ETR can performthe foll ow ng checks:

1. The ITR has an up-to-date mapping in its cache for the
destination EID and is perform ng encapsul ati on correctly.

2. The mapping in the local ETR cache for the source EIDis up-to-
dat e.

If one or both of the above conditions do not hold, the ETR can send
a Map- Request either to make the I TR aware that a new nmapping is
avai l abl e (see Section 4.1) or to updated |ocal mapping in the cache
(see section Section 4.2).

4.1. Handling Destination Mapping Version Nunber

When an ETR recei ves a packet, the Destination Mapping Version Nunber
relates to the mapping for the destination EID for which the ETRis a
RLOC. This mapping is part of the ETR LI SP Database. Since the ETR
is authoritative for the mapping, it has the correct and up-to-date
Desti nati on Mappi ng Version Nunber. A check on this version nunber

i s done, where the follow ng cases can ari se:
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0 The packets arrive with the same Destination Mappi ng Version
Nunmber stored in the EID-to-RLOC Database. This is the regular
case. The ITR sending the packet has in its EIDto-RLOC Cache an
up-to-date mapping. No further actions are needed.

0 The packet arrives with a Destination Mpping Version Number
greater (i.e., newer) than the one stored in the EID-to-RLOC
Dat abase. Since the ETR is authoritative on the mapping, this
means that someone is not behaving correctly wr.t. the
specifications, thus the packets carries a not valid version
nunber and can be silently dropped.

0 The packets arrive with an Destination Mappi ng Version Numnber
smaller (i.e., older) than the one stored in the EID-to-RLOC
Dat abase. This nmeans that the | TR sending the packet has an old
mapping in its EID-to-RLOC Cache containing stale information
Further actions are needed. The |ITR sending the packet nust be
informed that a newer mapping is available. This is done with a
"Map- Request" nessage sent back to the TR  The Map- Request will
pi ggy- back the newer mapping. This is not a new nechanism howto
pi ggy- back mappings in Map- Request nessages is already descri bed
in[l-Dietf-lisp]. These Map- Request nessage should be rate
limted (rate linmtation policies are also described in
[I-Dietf-lisp]). The gain introduced by Mapping Version Nunbers
is that after a certain nunber of retries, if the Destination
Mappi ng Version Nunber in the packets is not updated, packet can
be silently dropped because either the ITRis refusing to use the
mappi ng for which the ETRis authoritative or it night be sonme
formof attack. Note that the rule can be even nore restrictive.
I f the mapping has been the same for a period of time as long as
the TTL (defined in LISP [I-D.ietf-1isp]) of the previous version
of the mapping, all packets arriving with an old mappi ng version
can be silently dropped right away w thout issuing any Map-
Request. Indeed, if the new nmapping with the updated version
nunmber has been stable for at |east the same tine as the TTL of
the ol der mapping, all the entries in the caches of |ITRs nust have

expired. |If packets with old nmapping version nunber are stil
received, the reason is that either soneone has not respected the
TTL, or it is a spoof. In both cases this is not valid behavior

w.r.t. the specifications and the packet can be silently dropped.
4.2. Handling Source Mappi ng Version Nunber
When an ETR receives a packet, the Source Mappi ng Version Number
relates to the mapping for the source EID for which the ITRis

authoritative. |If the ETR has an entry in its LISP Cache a check is
perfornmed and the foll owi ng cases can ari se:
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0 The packet arrives with the same Source Mappi ng Version Number
stored in the LISP Cache. This is the correct regular case. The
ETR has in its cache an up-to-date copy of the mapping. No
further actions are needed.

0 The packet arrives with a Source Mapping Version Nunber greater
(i.e., newer) than the one stored in the local LISP Cache. This
means that ETR has in its cache a mapping that is stale and needs
to be updated. The packet is considered valid but further actions
are needed. In particular a Map-Request nust be sent to get the
new mappi ng for the source EID. This is a nornmal Map- Request
nmessage and nust respect the specifications in [I-D.ietf-1isp].

0 The packet arrives with a Source Mapping Version Nunber smaller
(i.e., older) than the one stored in the |ocal LISP Cache. Such a
case is not valid w.r.t. the specifications. Indeed, if the
mapping is already present in the LISP Cache, this neans that an
explicit Map-Request has been send and a Map- Reply has been
received froman authoritative source. Assuming that the nmapping
systemis not corrupted anyhow, the mapping version in the LISP
Cache is the correct one, hence the packet is not valid and can be
silently dropped.
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5.

LI SP header and Mappi ng Versi on Nunbers

In order for the versioning approach to work, the LISP specific
header has to carry both Source Mapping Version Nunber and

Destinati on Mappi ng Version Nunber. This can be done by using one
bit (indicated by V) of the reserved flags to state that the second
32 bits of the LISP header have to be interpreted as two version
nunbers of 16 bits each. The Source Version Number is carried in the
16 nost significant bits of the second 32-bits of the LISP header.
The Destination Version Nunber is carried in the 16 nost significant
bits of the second 32-bits of the LISP header.

Hereafter is the exanple of LISP header carrying version nunbers in
the case of |Pv4-in-1Pv4 encapsul ation. The sane setting can be used
for any other case (lIPv4-in-1Pv6, IPv6-in-IPv4, |1Pv6-in-1Pv6).

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
/| Version| [1HL |Type of Service| Total Length |
B i S S T s i S T st i S S S S S S S S i
I I dentification | Fl ags| Fragnent O f set [
/ B T e b i i e e o S SHI SR N S
OH | Tine to Live | Protocol = 17 | Header Checksum |
\ T e e e o i e S S R e T h o o R
\' Source Routing Locator |
L T S i T e i o S S I S b Tk (i N S
\ | Destination Routing Locator [
T T b i i e e s o i S SR S S
| Source Port = xXxx | Dest Port = 4341 |
T T e e o i e S S e R Ch o o SR
| UDP Length | UDP Checksum |
+ B I e T i i S S s sl St S S S
[ [ rflags| Nonce [
i s s S S e i s i S SR S S S
[ urce Mapping V. N | Destination Mapping V.N [
T T e o o s S e e et e ok o o
| Version| [IHL | Type of Service| Total Length |
R b T i i S S S T i S
[ I dentification | Fl ags| Fragnent O f set [
B T e b i i e e o S SHI SR N S
| Time to Live | Pr ot ocol [ Header Checksum [
T e e e o i e S S R e T h o o R
| Source EID |
B i S S T s i S T st i S S S S S S S S i
[ Destination EID [
T T e b i i e e s . S I SR S
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V: this is the Versioning bit. Wen this bit is set to 1 the second
32-bits of the LISP header contain version nunbers

Sour ce Mapping Version Nunber (16 bits): Version of the nmapping used
by the ITRto select the RLOC present in the "Source Routing
Locator" field. Note that the napping used for such a selection
is deternmined by the Source EID through asearch in the LISP
Dat abase of the ITR

Destination Mappi ng Version Nunber (16 bits): Version of the mapping
used by the ITRto select the RLOC present in the "Destination
Routing Locator" field. Note that the napping used for such a
selection is deternmi ned by the Destination EID, used as |ookup key
in the LI SP Cache of the ITR

Not all of the LISP encapsul ated packets need to carry version
nunbers. When nappi ng version nunber are carried the V bit nust be
set to 1. The V bit is conflict with the L bit, since both relate to
the second 32 bits of the LISP header. The possible conbinations
(and rel ated nmeaning) for L and V bits are the foll ow ng:

L=0, V=0: This is a valid conbination. 1In this case neither
Locator-Status-Bits nor Version Nunmber are used. The second 32
bits of the LISP header can be ignored.

L:0 V:1 This is a valid conbi nation. In this case the second 32
bits of the LISP header contain version nunbers and shoul d be
treated according to the present docunent.

L:1 V:1 This is no a valid conbination since two different bits
indicate different content for the same 32 bits. For
compatibility with the LISP specifications ([I-D.ietf-lisp]) each
time the the L bit is set to 1 the V bit nust be ignored and the
second 32 bits of the LISP header interpreted as Locator-Status-
Bits. This approach ensures transparent and coherent
interoperability between xTRs using Versioning and xTRs that do
not use it.

L:1 V:0 This is avalid conbination. 1In this case the second 32
bits of the LISP header contain Locator-Status-Bit. Note that
according with the previous conbination, since the L bit is set to
1 the V bit can be safely ignored.
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6.

Map Record and Mappi ng Versi on Number

To accommodat e t he proposed nmechanism the Map records that are
transported on Map- Request/ Map- Reply nessages need to carry the

Mappi ng Version Nunber as well. For this purpose it is possible to
use part of the reserved bits of the record. The original definition
of Record is in [I-Dietf-lisp].

0 1 2 3
01234567890123456789012345678901
B s T S e e e i i e g S S S S s il ol ks sl s S
Record TTL |
B R R il ik i I N TR R TR S R T S R ik e SR TR R S R T e e
Locator Count | EID mask-len | ACT |AlV] Reserved |
+
+

T
v

b——

+-
L

L- B i s S S i i S e kT i i S S S
| Mappi ng Version Numnber | El D- AFI |
B E e r e s i s i o T T s S S S S 2
[ El D-prefix [
B i s T T S T et S S T S I T s sl s ol ST S S S
| Priority | Wei ght | MPriority | M Wei ght |
B T i S S i S T h T i S S S S e
| Unused Fl ags | R Loc- AFI |
B E e r e s i s i o T T s S S S S 2
| Locat or |
B i s T T S T et S S T S I T s sl s ol ST S S S

/

Loc

— 0 ~

\

t—————a-o000

1
\Y

Mappi ng Version Nunber: Version Nunber of the mapping in the Record.

This is a sinple change to carry the version nunber assigned to the
mapping in this nmessage and works perfectly with xTR that do not
support mappi ng versioning, since they can sinply ignore those bits.
Furt hernmore, existing and futre mapping distribution protocol (e.g.,
ALT [I-D.ietf-lisp-alt]) are able to carry version nunbers w thout
needi ng any nodification. The sane applies to the LI SP Map Server
([I-D.ietf-lisp-nms]) which will still work wi thout any change since
reserved bits are sinply ignored.
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7. Benefits and case studies for Mapping Versioning

In the foll owi ng sections we provide nore di scussion on various
aspects of the mapping versioning. Security observations are instead
grouped in Section 10.

7.1. Mapping Versioning to sinplify LISP inplenentation

The use of mapping versioning can help in sinplifying the

i npl ementation of LISP. In the current LISP specifications the set
of RLOCs nust al ways be maintained ordered and consistent with the
content of the Loc Status Bits (see section 6.5 of [I-D.ietf-lisp]).
When using mappi ng versioning such type of mechani snms are not
necessary anynore since there is no direct relation between the order
of the locators and the bits of the mapping version nunber.

When a new RLOC is added to a mapping, it is not necessary to
"append" new locators to the existing ones as explained in Section
6.5 of the LISP draft. A new mapping with a new version nunber wll
be issued, and since the old locators are still valid the transition
will be disruptionless. The sane applies for the case a RLOC is
withdrawmn. There is no need to maintain holes in the list of

| ocators, as is the case when using Loc Status Bits, for sites that
are not using the RLOC that has been withdrawn, the transition will
be di sruptionl ess.

It is even possible to performa graceful shutdown. This is obtained
by sinply issuing a nmapping where the specific RLOC to be shut down
is withdrawn or announced as unreachable (R bit in the Map Record),
but without actually turning it off. Once no nore traffic is
received by the RLOC, because all sites have updated the mapping, it
can be shut down safely.

Al'l of these operations, as already stated, do not need to maintain
any consi stency anong Loc Status Bits, and the way RLOC are stored in
the cache. This eases inplenmentation

Finally, with the versioning approach there is no need to performa
"cl ock sweep" as described in Section 6.5.1 of the LISP draft. Every
LI SP site comunicating to a specific LISP site that has updated the
mapping will be informed of the avail abl e new mapping in a data-
driven manner.

7.2. Synchronization of different xTRs
Mappi ng Versi oni ng does not require additional synchronization

mechani sm conpared to the normal functioning of LISP wi thout mapping
versioning. Cdearly all the ETRs have to reply with the sane
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ver si oni ng nunber, otherw se there can be an inconsistency that
creates additional control traffic.

As an exanple, let’s consider the topol ogy of figure Figure 2 where
ITR A1 of domain Ais sending unidirectional traffic to the xTR B of
domain B, while xTR A.2 of domain A and xTR B of domain B exchange
bidirectional traffic.

R o o ol S S S R o o ol S S S
| Dormain A | | Dorain B |
| oo - - -+ | |
[ | XTRA1L1]|--- | |
| +- - - - -+ \ +- - - - -+ |
| | - > XTRB | |
| R > | |
| o4 - - -+ / o4 - - -+ |
[ | XTR A2 |<-- | |
| oo - - -+ | |
I I I I
g ol St S S S S g ol St S S S S
Fi gure 2

Qobviously in the case of Mappi ng Versioning both xTRs of domain A
nmust use the sane val ue otherwi se the xTR of domain B will start to
sen Map- Requests.

The sane probl em can, however, arise w thout napping versioning. For
instance if the two xXTRs of domain A send different Loc Status Bits.
In this case either the traffic is disrupted, if the xXTR B trusts the
Loc Status Bits, or it xXTR B wll start sending Map- Requests to
confirmthe each change in the reachability.

So far, LISP does not provide any specific synchronizati on nechani sm
but assumes that synchronization is provided by configuring the
different xTRs consistently. The sanme applies for mapping
versioning. |If in the future any synchronization nechanismis

provi ded, mapping versioning will take advantage of it automatically
if the record format described in Section 6 is used.

7.3. Map Versioning and unidirectional traffic

When using mapping versioning as specified in this docunent the LIS
speci fic header carries two mappi ng version nunbers, for both source
and destination mapping. This can raise the question on what wll

happen in the case of unidirectional flows, like for instance in the
case presented in Figure 3, since LISP specification do not nmandate
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for ETR to have a mapping for the source EID

g ol St S S S S g ol St S S S S
| Domain A | | Domein B I
| o4 - - -+ o4 - - -+ |
[ | I TR A [----------- > ETR B [ [
| oo - - -+ oo - - -+ |
L-+-+-+-+-+-+-+-+-L L-+-+-+-+-+-+-+-+-L

Figure 3

For what concerns the ITR it is able to put both source and
destination version nunber in the LISP header since the source
mappi ng version nunber is in I TR s database, while the destination
mappi ng version nunber is in I TR s cache.

For what concerns the ETR
versi on nunmber in the sane way as described in Section 4,
t he source nmappi ng versi on nunber.

it sinply checks only the destination
i gnoring

7.4. Mapping Versioning and i nterworking

Mappi ng versioning works also in the context of interworking between
LISP and 1Pv4 and IPv6 ([I-D.ietf-lisp-interworking]). The case of

PTR encapsul ati ng packet for LISP sites is basically the same as the
unidirectional traffic case presented in the previous section. The

same rul es can be applied.

Checksum

7.5. Mapping Versioning vs.

Noel times proposed on the LISP WG mailing |ist
to use a form of "checksunt as a mapping version nunber. This is an
interesting idea. Nevertheless, fromour understanding, this inplies
that the notion of ordering between different mappings for the sane
EID Prefix (e.g., whether a mapping is nore recent) get lost. This
means that a large part of the filtering that can be done on not
valid version nunbers (see Section 4) cannot be done anynore, hence

| oosing an inportant feature of mapping versioning. Certainly, if it
woul d be possible to find a "checksunt function that enbeds sone form
of ordering, this can be discussed and integrated in future version
of this docunent.

Chi appa has severa

7.6. Mapping Versioning and mobility

Mappi ng versioning can help in managing nmobility in the LISP context

([1-D. nmeyer-1lisp-m]).

Versioning on a Wrel ess Mesh Networ k

| annone, et al

Expi res Septenber 9, 2010

We are working in deploying Mappi ng
Results concerning this
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depl oynent will be provided in future versions of this docunent.
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8.

I ncrenmental depl oynment and inpl enentation status

The solution proposed in this draft includes the use of bits that are
mar ked as reserved in the main LISP specifications. This neans that
any LISP el enent that does not support Mapping Versioning will safely
ignore them Further, there is no need of any specific nechanismto
di scover if an XTR supports or not Mapping Versioning. This
information is already included in the Map Record.

Mappi ng Versioning can be increnentally deployed wi thout any negative
i mpact on existing LISP xTRs. Mapping Versioning is currently
i mpl emented in OpenLI SP [I-D.iannone-openlisp-inplenentation].

Note that the reference docunent for LISP inplenentation and
interoperability tests remains [I-D.ietf-lisp].
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9. Mapping Versioning and path-1iveness

When the reachability problemoccurs on the path between two RLOCs of
different LISP sites (this is called path-liveness problemin the
recent draft by D. Meyer and D. Lew s

[I-D. meyer-loc-id-inplications]), the versioning approach does not
help. In this case other mechani snms are necessary, however, such an
issue is not new and is part of all loc/ID split solutions, thus
versi oni ng does not introduce a new i ssue.
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10.

10.

10.

Security Considerations

Mappi ng Versioni ng does not introduces any new security issue
concerning both the data-plane and the control-plane. On the
contrary, as described in the following, if Mapping Versioning is
used al so to update nmappings in case of change in the reachability
information (i.e., instead of the Loc Status Bits) it is possible to
reduce the effects of some DoS or spoofing attacks that can happen in
an untrusted environnent.

1. Mapping Versioning against traffic disruption

An attacker can try to disrupt ongoi ng communications by creating
LI SP encapsul ated packets with wong Loc Status Bits. If the xTR
blindly trusts the Loc Status Bits it will change the encapsul ati on
accordingly, which can result in traffic disruption.

Thi s does not happen in the case of Mpping Versioning. As described
in Section 4, upon a version nunber change the xTR first issues a
Map- Request. The assunption is that the mapping distribution system
is sufficiently secure that Map-Request and Map-Reply nessages and
their content can be trusted. Security issues concerning specific
mappi ng di stribution systemare out of the scope of this docunent.
Note also that in the case of Mapping Versioning the attacker shoul d
"guess" a valid version nunber that triggers a Map- Request, as
described in Section 4, otherw se the packet is sinply dropped.

Note that a simlar level of security can be obtained with Loc Status
Bits, by sinply nmaki ng mandatory to verify any change through a Map-
Request. However, in this case Loc Status Bits | oose their neaning,
because, it does not matter anynore which specific bits has changed,
the xTR will query the mapping systemand trust the content of the
recei ved Map-Reply. Furthernore there is no way to performfiltering
as in the mapping versioning in order to drop packets that do not
carry a valid mapping version nunber. |In the case of Loc Status
Bits, any random change can trigger a Map- Request (unless rate
limtation is enabled which raise another type of attack discussed in
Section 10. 2).

2. Mappi ng Versioning agai nst reachability information DoS

Attackers can try to trigger a |large anount of Map-Request by sinply
by forging packets with random mappi ng version or random Loc Status
Bits. In both cases the Map-Requests are rate |limted as described
in[l-Dietf-lisp]. However, differently fromlLoc Status Bit where
there is no filtering possible, in the case of mapping versioning is
possible to filter not valid version nunbers before triggering a Map-
Request, thus helping in reducing the effects of DoS attacks. In
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other words the use of mapping versioning enables a fine control on
when to update a mapping or when to notify that a mappi ng has been
updat ed.

It is clear, that mapping versioning does not protect agai nst DoS and
DDoS attacks, where an xTR | ooses processi ng power doi ng checks on
the LI SP header of packets sent by attackers. This is independent
from mappi ng versioning and is the sane for Loc Status Bits.
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